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Quantum illumination is an entanglement-based technique for enhancing measurement sensi-
tivity under high-loss and high-noise operating conditions [1]. Recently it has been adapted for
devising a novel two-way communication protocol that is secure against passive eavesdropping [2].
In this talk we report on our initial tabletop implementation of this protocol.

Figure 1 shows the basic experimental scheme. Alice generates multi-temporal-mode entangled
signal and idler beams using spontaneous parametric downconversion (SPDC). She sends the signal
to Bob over a lossy channel while retaining the idler. Each T -sec-long transmission (one bit) from
Alice comprises M = WT � 1 signal-idler mode pairs, where W is the bandwidth. Each of
these modes has a mean photon number NS = NI � 1. Bob encodes the desired information by
modulating the received signal phase using binary phase-shift keying (BPSK). He then amplifies the
signal with an erbium-doped fiber amplifier (EDFA)—to compensate for loss and add a significant
amount of noise—before sending it back to Alice, again over a lossy channel. Alice makes a joint

Figure 1: Experimental setup for quantum illumination-based secure communication.

measurement on the returned signal (plus noise) and the retained idler to extract Bob’s information.
We assume that Eve obtains all the photons lost en route from Alice to Bob and from Bob to Alice,
and that Eve has access to an optimal quantum receiver while Alice only has access to a receiver
we know how to build, viz., the optical parametric amplifier (OPA)-based receiver described in [3],
Alice then enjoys several orders of magnitude better error probability than Eve. This advantage
originates from the stronger-than-classical phase-sensitive cross correlation between the entangled
signal and idler, which gives her enhanced sensitivity despite the fact that the entanglement between
the noisy returned signal and the idler has been destroyed by loss and noise.

The joint signal-idler measurement is performed with a low-gain OPA followed by direct detec-
tion of the idler. The phase-sensitive OPA converts the phase modulation of the input signal to an
amplitude modulation of the output idler. At the OPA input we have ∼100 pW of idler power and
an estimated signal of ∼200 nW embedded in 1.6 mW of noise power, which yields an output idler
power of ∼15 nW. The signal phase modulation results in a ∼0.3 nW peak-to-peak modulation of
the idler power that can be directly detected and its bit error rate measured. We will report on
the progress of this proof-of-principle experiment including the effects of fiber dispersion.
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