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Quantum key distribution (QKD) enables two parties, Alice and Bob, to establish a private cryptographic key at
a distance. However, the rate of key generation is typically limited by experimental constraints, such as the rate of
generating photons or the saturation rate of single photon detectors. If Alice and Bob measure entangled photons with
correlations in a high-dimensional Hilbert space, they can increase the shared information per detected photon (or
photon pair, in the case of entangled-photon QKD). As a result, there has been growing interest in developing high-
dimensional QKD schemes that could be practically implemented. The use of temporal and spectral photon degrees
of freedom is especially appealing since these are particularly resilient to propagation through fiber and turbulent
atmosphere. We recently described a protocol that employs time-energy correlations between entangled photons and
proved security against collective attacks [1]. The security of the protocol relies on measurements in two conjugated
bases, which are implemented using group velocity dispersion, as illustrated in Fig. 1(a).
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FIG. 1: a) Alice and Bob either measure the arrival time of time-energy entangled photons directly, or after normal dispersion
(ND)/anomalous dispersion (AD) for Alice/Bob. (b) Depiction of decreased photon correlations measured by Alice and Bob,
from the ideal correlation time σcor to the observed σ′

cor. (c) Photonic integrated circuit for chip-integrated QKD setup showing
direct detection and detection after an unbalanced Mach-Zehnder Interferometer.

In this protocol, which we termed ‘dispersive optics’ QKD (DO-QKD), Alice generates time-energy entangled
photon pairs. Photons are measured by her and by Bob either directly or after applying group velocity dispersion of
opposite sign. The largest possible dimension d of the protocol is given by the Schmidt number, i.e., the number of
possible information eigenstates in the system, d = σcoh/σcor, where σcoh is the coherence time of the SPDC pump
field, and σcor is the correlation time between photons.

The security analysis of DO-QKD relies on the time-frequency covariance matrix (TFCM) of Alice’s and Bob’s
measurements, which enables Alice and Bob to bound Eve’s maximum obtainable information. Specifically, Alice
and Bob seek to estimate the increase in the correlation and coherence times, as illustrated for σcor in Fig. 1(b).
We demonstrated security against collective attacks under practical constraints of single-photon detector efficiency,
channel loss, and finite-key consideration [2].

We have implemented high-dimensional time-energy QKD protocols using commercially available telecom dispersion
emulation systems, enabling high generation rate and high photon information capacity. As an alternative to the
dispersive optics elements used in DO-QKD, the TFCM may be estimated from measurements performed using
Franson interferometry [3]. To this end, we are developing experimental QKD schemes employing stable and compact
on-chip Franson interferometers, as shown in Fig. 1(c).
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